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Letter from the Secretary-General 

Most distinguished participants, 

 It is an overwhelming honour for me to welcome you all to the fifth annual session of 

Şahinkaya Model United Nations Conference in the name of the most honourable Deputy 

Secretary-General Gökhan Şeheri, Director-General Kenan Bora Bulun and all other members 

of academic and organisation teams. My name is Egemen Büyükkaya and I will be serving as 

Secretary-General. Witnessing the birth and the evolution of this conference then seeing the 

particular escalation of it is a distinct feeling for all of us working day and night to bring this 

conference to reality again this year. 

  

For the last six years, we have achieved a lot with the fellow members of Şahinkaya MUN 

Club by our utmost compliance and sincerity among us and now we are a huge family with 

members all around Turkey.   In understanding MUN, a full comprehension of the United 

Nations is initial. The UN is founded on the most important principle of communication, a 

communication that is able to prevent wars, resolve problems through peace. Notwithstanding 

the obscure atmosphere of politics in today’s world that resolutions are not reached through 

communication, but through battalions and attritions. MUN is the only way to apprehend the 

right ways to resolve these international problems in a theatre of diplomacy by you, the 

leaders of the future. As Şahinkaya MUN we are working diligently with all of our 

enthusiasm to bring the most realistic committees to the participants as the previous years. 

  

In the fifth year of our conference, we have five committees that not only you can alter the 

past but also you can shape the present and the future for delegates, the leaders of the future. 

 A conference without its delegates is nothing, as the team of Şahinkaya MUN, our ultimate 

wish is to organise a conference that you will enjoy and have the most glorious memories. I 

wish that with this experience you will gain the skills that is necessary to be a part of the 

globalisation, and you will be aware that the more united we are, the stronger we will become. 

We are all looking forward to meeting you in April. 

  

Sincerely, 

Egemen Büyükkaya 

Secretary-General of Şahinkaya MUN 2018 
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Letter from the Under-Secretary-General 

Most esteemed participants,  

It is with absolute privilege that I welcome all of you to the North Atlantic Treaty 

Organisation (NATO) Committee of the 2018 edition of Şahinkaya Model United Nations 

Conference. My name is Barış Kahraman and I am a graduate of the 2017 Class of Rasim 

Şahinkaya Science High School. I as the Under-Secretary General of this committee feel great 

pleasure, opportunity and responsibility for being part of this amazing team.  

North Atlantic Treaty Organization is a political and military alliance consists of 29 North 

American and European countries, all of those who are bound by shared democratic values 

and joined the organization to best pursue collective security and defense. In this particular 

edition of the conference there will not be a pre-set agenda item, which means that the 

delegates will determine what agenda to discuss upon by the crises they come across and their 

own opinion what takes precedence. Overall, as the honorable delegates of this committee, 

you are responsible for protecting the interests of this Alliance throughout the duration of this 

conference.  

Before I conclude my letter, I would like to thank our reputable Secretary General Egemen 

Büyükkaya, our resourceful Deputy Secretary General Gökhan Şeheri, the rest of the 

academic and organization teams and our beloved teacher Emel Güceyü, without whom we 

wouldn’t even know what MUN is. I hope you will be satisfied with the academic quality of 

the conference, and have high quality of debates during the conference.  

Sincerely,

Barış Kahraman

Under-Secretary-General of NATO 
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Introduction to North Atlantic Treaty Organization  1

The North Atlantic Treaty Organization(hereby referred to as NATO) has been founded in 

1949, through the North Atlantic Treaty. It is an organization whose purpose is to ensure the 

collective security and well being of its members by political and or military means. 

As of the moment it comprises 29 countries from the European and North American continent 

which are:  Belgium, Canada, Denmark, France, Iceland, Italy, Luxembourg, 

 Netherlands, Norway, Portugal, the United Kingdom, the United States of America , Greece, 

Turkey, Germany, Spain, Czech Republic, Hungary, Poland, Bulgaria, Estonia, Latvia, 

Lithuania, Romania, Slovakia, Slovenia, Albania, Croatia and Montenegro. NATO while 

being first and foremost an organization of collective defence amongst its member countries, 

it still engages in dialogue with, non-member countries, other governmental and non-

governmental organizations and its partners.   2

What does NATO do?  3

NATO has 3 core tasks: 

! Collective defence 

! Crisis management 

! Cooperative security through partnerships 

As mentioned before, the Alliance is committed to protecting its members through political 

and military means. It advocates and promotes democratic values and diplomatic solutions 

towards solving disputes. Should diplomatic solutions fail, the Alliance has the military 

capacity needed to undertake collective defence and crisis management operations alone or in 

cooperation with partner countries and international organizations? It is also key to state that, 

partnerships not only help the Alliance with cooperative security but also assisting in 

exercising and training existing capabilities, while advising on how the infrastructure of the 

organization can be changed for the better.  4

 https://www.nato.int/cps/su/natohq/126169.htm1

 https://www.aljazeera.com/topics/organisations/nato.html2

 https://www.nato.int/nato-welcome/index.html3

 https://www.nato.int/welcome/brochure_WhatIsNATO_en.pdf4
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Introduction to the North Atlantic Treaty   5

The North Atlantic Treaty, signed in 1949, is the founding treaty of the Organization and it 

has been a seen as a guideline for NATO’s objectives, decisions and actions ever since its 

inception. 

In the introductory part of the treaty, it is stated that NATO members " reaffirm their faith in 

the purposes and principles of the Charter of the United Nations "  and that they ensure the 

stability and well-being of the North Atlantic Area. Additionally, it is stated that NATO will 

protect democratic values such as freedom, individual liberty, the rule of law etc. 

The first two articles in the operative section emphasized that Allied states will to the best of 

their ability uphold peaceful relations with other institutions, countries and organizations, and 

any dispute will be solved through peaceful methods in line with the principles of the United 

Nations. 

The third and fourth articles are about how every member will aim to consult and assist each 

other on matters such as building, maintaining and developing  individual and collective 

defence capabilities 

Articles 5 and 6, which are arguably the most important ones in the Treaty, state that an armed 

attack against one or more members would be considered an attack against the entirety of the 

organization. Although in recent years it was agreed by the organization that massive cyber 

attacks, such as the one seen in Ukraine in 2017, could trigger Article 5 and therefore be 

considered an attack on NATO's collective being. 

Article 5 states that: 

The Parties agree that an armed attack against one or more of them in Europe or North 

America shall be considered an attack against them all and consequently they agree 

that, if such an armed attack occurs, each of them, in exercise of the right of individual 

or collective self-defence recognized by Article 51 of the Charter of the United 

Nations, will assist the Party or Parties so attacked by taking forthwith, individually 

and in concert with the other Parties, such action as it deems necessary, including the 

use of armed force, to restore and maintain the security of the North Atlantic area. 

 https://www.nato.int/nato_static/assets/pdf/stock_publications/20120822_nato_treaty_en_light_2009.pdf5

https://www.nato.int/nato_static/assets/pdf/stock_publications/20120822_nato_treaty_en_light_2009.pdf
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Any such armed attack and all measures taken as a result thereof shall immediately be 

reported to the Security Council. Such measures shall be terminated when the Security 

Council has taken the measures necessary to restore and maintain international peace 

and security. 

This statement has been further solidified in Article 6 of the treaty as; 

For the purpose of Article 5, an armed attack on one or more of the Parties is deemed 

to include an armed attack: 

! on the territory of any of the Parties in Europe or North America, on the 

Algerian Departments of France 2, on the territory of or on the Islands under 

the jurisdiction of any of the Parties in the North Atlantic area north of the 

Tropic of Cancer; 

! on the forces, vessels, or aircraft of any of the Parties, when in or over these 

territories or any other area in Europe in which occupation forces of any of the 

Parties were stationed on the date when the Treaty entered into force or the 

Mediterranean Sea or the North Atlantic area north of the Tropic of Cancer. 

The first, and so far the only, time that Article 5 of the Treaty has been invoked was in 2001 

when the World Trade Centre in New York and part of the Pentagon outside of Washington 

was destroyed by an exiled Saudi Arabian millionaire, Osama bin Laden. It was NATO’s 

demonstration of unification against terrorism and ever since then, the organization has been 

trying to implement its resources, especially the ones regarding counter-terrorism, towards 

helping other parts of the World than the North Atlantic region. 

According to one of the drafters of the Treaty, Theodore C. Achilles, there was no doubt in 

anybody’s mind that NATO operations could also be conducted south of the Tropic of Cancer. 

This was confirmed by NATO foreign ministers in Reykjavik in May 2002 in the context of 

the fight against terrorism: “To carry out the full range of its missions, NATO must be able to 

field forces that can move quickly to wherever they are needed, sustain operations over 

distance and time, and achieve their objectives.  6

The next three articles express that this Treaty shall not affect the Charter of the United 

Nations or the role of the United Nations Security Council and the implementation of this 

Treaty will be seen by the North Atlantic Council. It is also noted that henceforth, none of the 

 Extract from NATO's Reykjavik communiqué.6
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treaties that the Alliance members take part in shall conflict with the purposes and principles 

of the North Atlantic Treaty. It is also affirmed that, if a unanimous agreement is reached,  any 

European State which is seen as a possible contributor for NATO can be invited to join. 

Strategic Concept 

The Strategic Concept is an official document that outlines NATO’s enduring purpose and 

nature and its fundamental security tasks. It also identifies the central features of the new 

security environment, specifies the elements of the Alliance’s approach to security and 

provides guidelines for the adaptation of its military forces. The Strategic Concepts of NATO 

are re-reviewed, changed and adapted to align with the needs brought by the existing global 

situation. 

Partnership Programs 

Beyond its operations and missions, NATO engages in a wide variety of other activities. A 

majority of which is with other Allies and partners. Partners and partnership programs are 

NATO's primary tools in establishing a dialogue with relevant countries outside of the Atlantic 

and European region. Additionally, they are means of spreading values and principles of the 

organization and convincing others to instate their trust in it. Partnership countries can also 

cooperate in many areas including but not limited to, defence and political reform, military 

planning and exercises, scientific collaboration and research, information sharing, and 

humanitarian crisis relief. 

Introduction to the Topic of Enhancing Our Collective Defence Capabilities 

Taking into account the shifts and changes that are occurring in the world right now, NATO 

has taken it upon itself to review and enhance its collective defence infrastructure to better 

face the modern challenges it faces. Similarly, in this session of the committee, delegates will 

need to take steps in deepening the existing infrastructure to make it more up to date, flexible 

to different crises and durable. The primary means to do so will be done through 

reinvigorating the Alliance's Ballistic Missile Defence and Cyber Defence capabilities 
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Introduction to the Ballistic Missile Defence (BMD) 

“Our missile defence programme represents a long-term investment against a long-term 

threat. Our goal is to achieve full coverage and protection for NATO’s European Allies 

against ballistic missile attacks from outside the Euro-Atlantic area.” - NATO Secretary 

General Jens Stoltenberg, 12 May 2016 

Proliferation of ballistic missiles poses an increasing threat to Allied populations, territory and 

deployed forces. Many countries have, or are trying to develop or acquire ballistic missiles. 

The proliferation of these capabilities does not necessarily mean there is an immediate intent 

to attack NATO, but it does mean that the Alliance has a responsibility to take this into 

account as part of its core task of collective defence. 

Furthermore, NATO has a responsibility to protect its European populations, territory and 

forces as a result of this proliferation. However, it ought to be kept in mind that movements 

should be purely defensive in this area in order not to cause further instability within and 

without the region. The solutions in this regard should be long-term, under the condition that 

their foundations are laid immediately.  7

2010 Strategic Concept on Ballistic Missile Defence 

It has been emphasized in the 2010 Strategic Concept that “deterrence, based on an 

appropriate mix of nuclear and conventional capabilities, remains a core element”  within the 

Alliances purposes. Another thing that was stated was that while there is no specific 

adversary, it is still a necessity to meet the aims set by the Alliance, and then reaching even 

further when it comes to countering threats like nuclear weapons, ballistic missiles and other 

weapons of mass destruction. 

A Brief History of the Development of Ballistic Missiles (BMs) 

Ballistic missiles are missiles which follow an arching trajectory to deliver one or more 

warheads to a pre-selected target. They are different than most conventional missiles in that 

their flight path is mostly guided by gravity and air resistance which means powered flight 

makes up a small part of the flight.  

 NATO BMD Fact Sheet7
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They are also more advantageous than other types of missiles, like cruise missiles which is 

one of the most used groups conventional missiles apart from BMs,  because of two major 

factors: 

1) They have a much longer range than other missiles of the same size. Additionally, in order 

for a cruise missile to be able to travel even close to the ranges of ballistic missiles, they 

would have to carry more fuel and be larger; thus becoming more expensive to make and 

easier to intercept. 

2) Compared to other missile types, especially to cruise missiles, ballistic missiles can travel a 

lot faster on their flight path. This results in a reduced reaction time and makes interception 

even harder.  

Because of these reasons, ballistic missiles are some of the most feared weapons of mass 

destruction in existence. 

Ballistic Missile Types 

There are 5 classes of ballistic missiles that concern the Alliance due to its interests and 

objectives: 

Inter-Continental Ballistic Missile (ICBM)  8

Having the greatest range (at least 5.500 kilometers) and speed compared to other ballistic 

missile types, ICBMs are able to carry nuclear as well as chemical and biological warheads. 

Even though the early models only had the ability to hit single large targets, such as cities, the 

newest versions of this device have been proven to have a dramatic improvement in accuracy, 

with the ability to hit targets as small as vehicles on a battlefield. Since 2016 it has been noted 

that all Permanent 5 countries of the United Nations Security Council(Russia, United States, 

United Kingdom, France, China) have ICBMs. 

Intermediate Range Ballistic Missile (IRBM)  

Intermediate Range Ballistic Missiles have a range of 3000 to 5.500 kilometers. Despite the 

difference of range, there is still little difference between a high-performance IRBM and a 

 https://en.wikipedia.org/wiki/Intercontinental_ballistic_missile8
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low-performance ICBM. IRBMs are currently operated by People's Republic of China, Israel 

and Democratic People's Republic of North Korea.  9

Theatre Ballistic Missile (TBM)  

This missile type is used to describe any missile that has a range between 300 and 3500 km.  

As a result, it encompasses nearly all Medium-Range Ballistic Missiles(MRBM) and Short-

Range Ballistic Missiles(SRBM).  10

Submarine Launched Ballistic Missiles (SLBM)  11

Submarine Launched Ballistic Missiles are missiles that are launched from submarines, 

capable of carrying nuclear warheads and striking multiple targets. 

Air Launched Ballistic Missiles (ALBM) 

Air Launched Ballistic Missiles allow for the launch of ballistic missiles from aircraft with 

considerable distance to the target. This allows for the aircraft to be outside of the range of 

any anti-aircraft defence systems. The primary advantage of these missiles, however, is that 

once they are launched, they are immune to any and all kinds of interception. The 

combination of these pros makes ALBMs a formidable threat, despite only being studied and 

researched in the United States.  12

 *  A picture detailing the launch 

 process of a ballistic missile. 

 https://en.wikipedia.org/wiki/Intermediate-range_ballistic_missile9

 https://en.wikipedia.org/wiki/Theatre_ballistic_missile10

https://en.wikipedia.org/wiki/Submarine-launched_ballistic_missile11

 https://en.wikipedia.org/wiki/Air-launched_ballistic_missile12
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Existing BMD Capabilities of NATO  

Active Layered Ballistic Missile Defence(ALTBMD) was developed in 2005 in order to 

oversee the protection of deployed NATO forces from ballistic missiles. In the Lisbon Summit 

of 2010, NATO leaders decided to enhance the system by developing a territorial BMD 

capability. In the Chicago Summit of 2012, this decision's initial step was implemented as the 

Interim NATO BMD Capability.This operational step meant that the BMD Shield would now 

encompass the European territory, populations and forces as well. 

The focus of the program is to eventually cover all of European-NATO territory, have the 

system be highly adaptive, responsive to any and all outside attacks and flexible. Another 

important point is that should the missile proliferation crisis dwindle the parameters that were 

and will be set would allow for appropriate alterations. 

The infrastructure of the system has also been designed to be a system-of-systems. In that, it 

would allow for information exchange and integration with the various national and NATO  

based defence systems. Allowing for an active, integrated and layered architecture. 

When fully operational by the end of 2020 NATO BMD capability will be built around a 

command and control system which enables five key functions: planning; monitoring; 

information sharing; interception; and consequence management. 

 

PLANNING: given the very short 

time period over which missile 

defence engagements can take place 

(a matter of minutes, sometimes of 

seconds), planning and anticipation 

are crucial for the development of an 

effective defence. A key part of the 

NATO capability will, therefore, be 

to plan, prepare and position assets 

as needed. 
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MONITORING: some NATO 

Allies own, or are acquiring, 

satellites which can detect the 

launch of a ballistic missile, and 

radars on land or on ships which 

are capable of detecting and 

tracking such missiles. These 

sensors will be linked into the 

NATO command and control 

system.  

INFORMATION SHARING: the command and control system enables NATO to bring 

together all the available sensor information, build it into a comprehensive and real-time 

operational picture of the BMD situation and share it with sensors and weapons systems 

provided by Allies.  

INTERCEPTION: weapons systems and interceptors provided by Allies will be linked into 

the NATO command and control system together with the various sensors, allowing NATO 

commanders to take appropriate and timely action, if necessary, to respond to a ballistic 

missile attack. 

CONSEQUENCE MANAGEMENT: NATO will support national authorities to mitigate and 

manage the consequences of a missile attack or intercept. This can cover a range of measures 

before, during and after the event, including providing timely information to allow the 

national authorities to warn their population and delivering capabilities to support national 

response activities. 

US European Phased Adaptive Approach(EPAA)  13

Before the adoption of an advanced theatre defence system, the Obama Administration 

announced in 2009 the deployment of  Aegis Missile Defence Ships in the Mediterranean Sea 

to US bases in Europe and NATO allied nations against present and future Iranian missile 

threats and Russian Intercontinental Ballistic Missiles(ICBMs) named the US  European 

Phased Adaptive Approach. 

 RAND Corp. EPAA report.13
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It was also thought that the system would quell US-Russia tensions by changing the defence 

system implemented by the Bush administration, which was called a Ground-Based Mid-

Course Defence system (GMD), and at the same time provide better interceptors for 

developing Russian ICBM technology. Even though, the primary goal of the approach was to 

defend against Iran's growing missile threat.  

However, with the emergence of details about Phase 4 of the EPAA system, it was found out 

that EPAA implications, the ones within Phase 4 at least, would allow for the deployment of 

SM-3 IIB missiles on Redzikowo, Poland. These missiles would be able to intercept almost 

all of the ICBM fired by Russia. So, the Russian officials heavily criticized the enactment of 

Phase 4 and as a result, the Obama Administration cancelled Phase 4 of the  EPAA in order 

not to strain US-Russia and NATO-Russia relations further. Instead, United States continued 

the GMD system by adding more interceptors to that program. *This policy decision, 

although officially citing development problems and a lack of money for developing the 

interceptors, addressed the principal stated Russian concern about the EPAA system without 

altering its primary goal of defending against Iranian missiles. To date, however, the change 

has not resulted in any significant shift in Russia's position on further reducing strategic 

nuclear arms or on desiring missile defence cooperation with NATO or the United States. 

Phase Timeframe Location System Interceptor Sensors

One Deployed, 
2011

Mediterranean Sea, 
Rota, Spain

Aegis Ballistic 
Missile Defense 
Capable Ships

SM-3 Block IA

AN/TPY-2 deployed 
to Turkey, Command, 
Control, Battle 
Management, and 
Communications 
(C2BMC) upgrades to 
the air operations 
centre in Ramstein Air 
Base, Germany

Two IOC Declared, 
2016 Romania Aegis-Ashore SM-3 Block IB

Sensors will be 
integrated with 
updated versions of 
the Aegis combat 
system. By FY2015 
BMD ships will carry 
versions 3.6.1, 4.0.1, 
and 5.0

http://missiledefenseadvocacy.org/intl-cooperation/spain/
http://missiledefenseadvocacy.org/missile-defense-systems/u-s-deployed-intercept-systems/aegis-ballistic-missile-defense-system/
http://missiledefenseadvocacy.org/intl-cooperation/romania/
http://missiledefenseadvocacy.org/missile-defense-systems/u-s-deployed-intercept-systems/aegis-ballistic-missile-defense-system/aegis-ashore-with-sm-3-block-ib/
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Revised EPAA Against Iran 

Calculations show that even after the cancellation of Phase 4 of the program SM-3 IIB 

interceptors might still be able to kinematically(the same region in space occupied by a target 

missile at the same time) reach and intercept Iranian missiles.  The SM-3 IB missiles (with an 

assumed burnout velocity of 3.5 km/s) deployed on Aegis missile defence ships in the Eastern 

Mediterranean Sea and in Deveselu, with the SM-3 IIB are able to defend against most 

present Iranian threats from the various types of the deployed and postulated Shahab-3 

missile.  

 Similarly, the SM-3 IB stationed in the Mediterranean Sea and deployed at Deveselu (EPAA 

Phase 2) and the SM-3 IIA  deployed in Redzikowo (EPAA Phase 3) will be able to defend 

against future intermediate range ballistic missile threats that Iran might employ, such as a 

missile based on the Safir space-launch vehicle. 

Revised EPAA Against Russia 

The technical analysis described in this report demonstrates that the restructured EPAA 

system does not pose a threat to Russian ICBMs. The interceptors at Deveselu are not capable 

of reaching Russian ICBMs. The SM-3 IIA interceptors based at Redzikowo are able to 

intercept Russian ICBMs from only two of the Eastern Russian missile launch sites under an 

unrealistic zero-time-delay condition. When real-world, operational time delays are imposed, 

the interceptors at Redzikowo have no capability against Russian ICBMs. Similarly, 

interceptors launched from Aegis ships located in the North Sea and the Barents Sea with real-

world, operational time delays are not able to kinematically reach Russian ICBMs in time for 

a successful interception. 

Three 2018 Poland Aegis-Ashore SM-3 Block 
IIA

Precision Tracking 
Space System (PTSS) 
and Airborne Infrared 
(ABIR) sensor 
platforms, Aegis BMD 
ships to be equipped 
with version 5.1 of the 
combat system 
software

Four Cancelled SM-3 Block 
IIB

Phase Timeframe Location System Interceptor Sensors

http://missiledefenseadvocacy.org/intl-cooperation/poland/
http://missiledefenseadvocacy.org/missile-defense-systems/u-s-deployed-intercept-systems/aegis-ballistic-missile-defense-system/aegis-ashore-with-sm-3-block-ib/
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Evolution of the System 

The missile defence system of NATO will evolve and expand over time, as mentioned before 

until it reaches full coverage of the NATO-European region which is strategically known as 

full operational capability. Up until now basic command and control capability has been 

tested and installed, in line with the parameters set by the United States and European Phased 

Adaptive Approach, along with additional sensors and weapons to cover more area and 

counter more complex attacks. 

Participation 

*As part of the US European Phased Adaptive Approach (EPAA): 

 • Turkey hosts a US BMD radar at Kürecik;  

• Romania hosts an Aegis Ashore site at Deveselu Air Base (declared operational on 12 May 

2016);  

• Germany hosts the command centre at Ramstein Air Base;  

• Poland will be hosting another Aegis Ashore site at the Redzikowo military base (in the 

2018 timeframe);  

• Additionally, in the context of the EPAA, Spain hosts four multi-mission BMD-capable 

Aegis ships at its naval base in Rota.  

These assets are national contributions and are integral parts of the NATO BMD capability. 

Several Allies currently offer further ground-based air and missile defence systems (such as 

Patriot or SAMP/T) or complementary ships as a force protection of other BMD assets. Other 

Allies are also developing or acquiring BMD-capable assets that could eventually be made 

available for NATO BMD. In September 2011, the Netherlands announced plans to upgrade 

four air-defence frigates with extended long-range missile defence early-warning radars as its 

national contribution to NATO's ballistic missile defence capability. A similar announcement 

was made in August 2014 by Denmark, which decided to acquire a frigate-based radar system 

to enhance NATO BMD. In November 2015, the United Kingdom announced it would invest 

in a ground-based BMD radar, intended to enhance the coverage and effectiveness of the 

NATO BMD capability.* 
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Cost 

From 2006 to 2012 NATO, has spent 250 million euros on the theatre missile defence and will 

continue to finance the development of the command and control system. The additional cost, 

which has been planned to be spread from 2012 until the end of the decade is roughly 550 

million euros for the theatre defence system and less than 200 million euros to expand the 

system in order to cover NATO's European territory, populations and forces. All such costs are 

divided among the 29 Allies. 

Air Command and Control Systems (ACCS or Air C2IS)  14

The NATO Air Command and Control System programme will provide the Alliance with a 

single, integrated air command and control system to manage NATO air operations in and out 

of the Euro-Atlantic area.  15

ACCS is planned as the project that will provide the bulk of the Missile Defence System of 

the Alliance. It is expected to unify the command and control systems which will maximize 

NATO's control in the air over European-Atlantic territory. It is a system which will not only 

ensure the Alliance's proper defence in the air but also complete control and integration of 

other existing systems. 

The system, once fully operational, will cover 10 million square kilometers of airspace and 

interconnect over 20 military aircraft control centers. NATO ACCS will integrate air mission 

control, air traffic control, airspace surveillance, airspace management, command and control 

(C2) resource management and force management functions among other functionalities 

 https://www.nato.int/cps/en/natohq/topics_8203.htm14

 https://ac.nato.int/page5931922/air-command-and-control-systems15
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The Formidable Shield (2017)(US Naval Forces-Europe and Africa, US 6th Fleet Site) 

The Formidable Shield 2017 is a series of integrated air and missile defence (IAMD) 

exercises conducted by the Naval Striking and Support Forces NATO (STRIKFORNATO) 

with the participation of ships from  Canada, France, Germany, Italy, Netherlands, Spain, the 

United Kingdom and the United States to defend against supersonic targets. Since it is an 

exercise of a joint effort of different assets and requires cooperation among Allies, NATO will 

have to further such exercises and improve upon their shortcomings to guard against air, land-

based and naval based missiles. 

The NATO-Russia Council 

The NATO-Russia Council (NRC) was conceived as a mechanism for consultation, 

consensus-building, cooperation, joint decision and joint action. Within the NRC, the 

individual NATO member states and Russia have worked as equal partners on a wide 

spectrum of security issues of common interest. The NRC plays a key role in reducing 

misunderstandings, exchanging information and creating a dialogue with Russia in a forum 

that is aimed to be focused, meaningful and periodic by the Alliance. During the times of 

crises like Afghanistan and Ukraine, the NRC has continued to be one of the main channels of 

communication about topics of mutual interest between member countries and Russia. 

With Russia's announcement of new ICBM Technologies that it has developed the importance 

of NRC in reducing proliferation and calming tensions should not be overlooked. However, it 

has been noted by many, including Secretary General Jensen that the process for forming a 

resolution between these disputed topics in the form of a partnership council is slow and 

difficult. 

Important Actors 

The Democratic People’s Republic of  Korea(DPRK): 

During the past 30 years, the DPRK has pursued a steadily expanding ballistic missile 

development program. This is being accomplished, however, at a high cost to both its 

economy and society as scarce human and natural resources are funnelled into the program. 

These costs are, however, offset to a small degree by the monetary rewards of selling ballistic 

missiles systems, technologies, and components to other Third World nations. Moreover, the 

DPRK leadership believes that the possession of ballistic missiles is an essential component 
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in preventing foreign aggression against it and that the international prestige and recognition 

that its ballistic missile program affords it more than just the monetary and human costs. 

Today, the DPRK fields the largest ballistic missile force in the Third World and possesses 

nascent  ICBM capabilities. It is arguably also the world's greatest proliferator of ballistic 

missile systems, technologies, and components. These proliferation activities provide the 

DPRK with a large proportion of its foreign trade and are the sole positive component of its 

ailing economy. Barring momentous domestic or international political developments, the 

DPRK will continue to pursue its ballistic missile program and sales for the foreseeable 

future.   16

Russian Federation: http://missiledefenseadvocacy.org/intl-cooperation/nato/ 

Islamic Republic of Iran:  The Islamic Republic has been a self-declared defender of Shia 

causes. It has therefore constantly supported demands for political reforms in Bahrain, an 

island with a Shia majority and a Sunni monarchy. The Iranian regime has also harshly 

criticized Saudi Arabia for the mistreatment of the Shia minority in the oil-rich Eastern 

Province.   

Besides, the Iranian Revolutionary Guards have provided crucial help to the Assad regime in 

its battle against Sunni Armed opposition. Tehran has mobilized Shia communities through 

the Middle East for the protection of the mobilized Shia communities throughout the Middle 

East for the protection of the Assad regime. The fragmentation of Iraq is a geopolitical victory 

for Iran because Saddam regime was holder of the secular Arab nationalism. The collapse of 

the Baathist state secured the western flank of the Islamic Republic and created opportunities 

for interference. The Iranian regime has attempted to fill the gap after the departure of US 

troops, rather successfully.  17

Iran has been engaged in multiple fronts across the Middle East to project influence and 

defend interests. Despite the low oil prices and the international sanctions, Iran has been 

transformed into a regional power exerting influence in several countries. Iranian diplomacy 

has showed little interest for developments in North Africa and Central Asia but the Iranian 

leadership has monitored closely the situation in northern Nigeria where local Shias have 

confronted the national army and Boko Haram militants. 

 A History of Ballistic Missile Development in the DPRK, by RAND Corp.16

 https://www.nato.int/docu/review/2016/Also-in-2016/iran-regional-power-tehran-islamic/EN/index.htm17
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Iran is far from being homogeneous. There is a Sunni minority that has suffered from 

institutional discrimination. Indeed, the Islamic Republic has faced a low-level terrorist 

campaign from Sunni extremist groups which can now receive help from Tehran’s enemies. In 

short, Iran’s short-term gains are unlikely to be sustainable.  18

The United States of America: The contributions of the US in relieving missile tensions in the 

past between Allied nations, herself and other countries cannot be overstated. The US is 

known to be one of the biggest contributors to the NATO collective defence effort, spending 

3.61% of her GDP Alliance projects that are relevant to the security of NATO as a whole. 

Throughout history, the US has been especially vocal about issues regarding ballistic missiles 

and such. Promoting the idea that NATO continues to strive for non-proliferation and a 

cooperative environment.  19

Nonetheless, with the election of Donald J. Trump as president,  the view of other nations as 

NATO being a source of trust and security has begun to be somewhat damaged. A clear 

example of this tensions on the nuclear front rising due to President Trump's and Kim Jong-

un's feud on Twitter. This heated feud created a risky situation which prompted other nations 

like Russia to respond by expediting their research and stockpiling efforts for ballistic 

missiles. Still, in light of these recent developments, President Trump in an unexpected move 

called Kim Jong-un to a meeting to resolve the matters causing these disputes on the table. 

This was seen by some as a step forward in relations between North Korea and the West while 

others saw it as a dangerous gamble. The Trump Administration, if anything,  is certain that 

they will be spearheading the effort of slowing down or stopping the ever expansive ballistic 

missile program of North Korea. 

Points To Be Addressed  in Final Documents 

- Is it feasible to expand external cooperation activities, such as NATO-Russia Council, 

or seeking further cooperation within the Alliance? 

 https://www.britannica.com/place/Iran/The-Islamic-republic18

 https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2016_07/20160704_160704-pr2016-116.pdf 19

 https://www.nytimes.com/2018/03/08/us/politics/trump-meeting-kim-jong-un.html 
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- Are operations such as the Active Layered Theatre Ballistic Missile Defence Systems 

enough to provide deterrence or do they just increase proliferation of ballistic on a 

global scale? 

- If cooperations such as NATO-Russia Council are pursued, how can the effectiveness 

of these partnerships be increased? 

- Should NATO's BMD system be altered in light of the military and diplomatic failures 

such as the EPAA? 

Introduction to the Topic of Cyber Security   20

The world is more globalized than ever with the network of devices making up an even larger 

part of our lives by the day. This inter-connectivity has made activities such as research, 

communication and transaction of money, information and many other things easier. 

However, this cyber-space that makes up a huge portion of our lives has also brought with it 

major disadvantages. This network if not properly protected can be exploited by individuals 

looking use our computing power for their own endeavours. As a result,  NATO has placed 

cybersecurity as one of the agenda items with the highest importance and even went as far as 

defining cyber attacks as grounds for the invocation of Article 5 of the North Atlantic Treaty 

and is looking towards adopting new methods for tackling this issue. 

In this regard, there are already individual and collective projects initiated by Allied states, 

such as the 1 billion and 1.4 billion euros spent by France and the UK respectively on cyber 

defence projects. Still, no matter how costly the efforts in this area may seem they are nothing 

compared what will happen if NATO's system faces cyber insufficiency (or cyber insecurity 

as it is called by many). A study has found that more attention is not directed towards this 

topic more than 90 trillion US Dollars might be knocked off from the global Gross Domestic 

Product. Moreover, experts suggest that if projects aren't initiated right now the cost of 

cybersecurity measures in the future will only continue to grow exponentially. 

Taking all of this into account, how NATO's resources will be focused while establishing 

defensive measures for this issue. 

 https://www.nato.int/docu/review/2017/Also-in-2017/nato-priority-spending-success-cyber-defence/EN/20

index.htm
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Warsaw Summit(2016) Key Decisions Regarding Cyber Security 

 There were two key decisions made regarding cyber defence: 

Cyber Defence As Operational Domain: It was concluded at the end of the discussions that 

cyber defence is defined as an operational domain. Meaning NATO will perceive cyber 

defence related tasks as matters concerning the Alliance's core principles such as collective 

security, crisis management and cooperation. 

Adoption of the Cyber Defence Pledge: This document was adopted in the Warsaw Summit 

of 2016 with the purpose of setting guidelines for the Alliance's current and future activities in 

the domain of cybersecurity. 

Introduction to Cyber Defence Pledge  21

The first two articles state that NATO has recognized the threats coming from "the fast-

evolving cyber landscape" and that the Alliance must defend itself in this area with the same 

capability as it has done so in land, air and sea. It is also re-affirmed that further developments 

must also be in accordance with Article 3 of the North Atlantic Treaty and the  Enhanced 

NATO Policy on Cyber Defence(which was also adopted in Warsaw). 

The next two articles emphasize that international laws apply to cyberspace as well and that 

multinational partnership, training, education and confidence building missions are important 

tools in combating cyber threats. 

Article 5 states that the Alliance will: 

 https://www.nato.int/cps/su/natohq/official_texts_133177.htm21
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I. Develop the fullest range of capabilities to defend our national infrastructures and networks. 

This includes: addressing cyber defence at the highest strategic level within our defence 

related organizations, further integrating cyber defence into operations and extending 

coverage to deployable networks; 

II. Allocate adequate resources nationally to strengthen our cyber defence capabilities; 

III. Reinforce the interaction amongst our respective national cyber defence stakeholders to 

deepen co-operation and the exchange of best practices; 

IV. Improve our understanding of cyber threats, including the sharing of information and 

assessments; 

V. Enhance skills and awareness, among all defence stakeholders at the national level, of 

fundamental cyber hygiene through to the most sophisticated and robust cyber defences; 

VI. Foster cyber education, training and exercising of our forces, and enhance our educational 

institutions, to build trust and knowledge across the Alliance; 

VII. Expedite implementation of agreed cyber defence commitments including for those 

national systems upon which NATO depends. 

The documents effectiveness will be reviewed and assessed annually. 

Existing Infrastructure of NATO 

NATO Cooperative Cyber Defence Centre of Excellence :  22

The NATO Cooperative Cyber Defence Centre of Excellence is a multinational and 

interdisciplinary hub of cyber defence expertise. The Tallinn-based international military 

organization focuses on technology, strategy, operations and law. (https://ccdcoe.org/) 

Malware Information Sharing Platform (MISP) : 23

What is MISP? MISP – Malware Information Sharing Platform is a combination of a 

community of members, a knowledge base on malware, and a web-based platform. It is a 

practical and successful instantiation of the Smart Defence concept and is fully coherent with 

  https://ccdcoe.org/22

https://www.ncia.nato.int/Documents/Agency%20publications/23

Malware%20Information%20Sharing%20Platform%20(MISP).pdf
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all current NATO Cyber Defence information sharing initiatives. Initially built to support 

NATO Computer Incident Response Capability Technical Centre (NCIRC TC) missions, 

MISP allows sharing of technical characteristics of malware within a trusted community, 

without having to share information about the context of the incident. It combines a 

searchable repository with a multidirectional information sharing mechanism. Where possible, 

MISP also provides automation mechanisms that enable the automatic import and export of 

data and the interfacing with other systems. The aim is to speed up the detection of incidents 

and the production of defence countermeasures, especially for malware that is not blocked by 

anti-virus protection, or that is part of sophisticated targeted intrusion attempts.  24

Benefits of joining MISP: 

 1. Elimination of duplication of analytical work: the same attacks are observed by different 

organizations and all of them spend time on performing the same analytical work. MISP will 

remove the need for a member of the community to analyze a malware that has been shared 

by another member. 

 2. Faster threat detection: all parties receive instant notification of a threat reported by one of 

them. 

 3. Improving threat intelligence and attribution: the centralized and shared malware 

information repository of MISP provides a complete Threat Landscape View than from a 

single-organization perspective, and can give more indications towards concluding malware 

attributions. 

 4. Enabling interoperability: members can now share malware information in a ‘normalized’ 

format. 

 5. Supporting automation through various import and export features.  

NATO Communications and Information Agency:    

The NATO Communications and Information (NCI) Agency provides interoperable 

Communications and Information Systems and services connecting forces, NATO and its 

members, where and when required. The NCI Agency is the provider of NATO-wide 

Information Technologies (IT) services and state-of-the-art C4ISR capabilities, including 

Cyber and Missile Defence. In strengthening the Alliance, the Agency applies industry best 

https://www.ncia.nato.int/Documents/Agency%20publications/24

Malware%20Information%20Sharing%20Platform%20(MISP).pdf
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practices and provides a full life-cycle approach: from analysis and concept development, 

through experimentation and Capability Development, to operations and maintenance for both 

missions and exercises.The NCI Agency is a key pillar of NATO Secretary General’s Smart 

Defence and Connected Forces initiatives. The Agency was established on 1 July 2012, as 

part of a broader NATO reform, through the merger of the NATO Consultation, Command 

and Control Agency (NC3A), the NATO Air Command and Control System Management 

Agency (NACMA), the NATO Communication and Information Systems Services Agency 

(NCSA – except Deployable CIS), the Active Layered Theatre Ballistic Missile Defence 

(ALTBMD) Programme Office and elements of NATO Headquarters Information and 

Communication Technology Service. 

Estonia Defence League’s Cyber Unit : 25

The Cyber Defence Unit of the Estonian Defence League, or the ‘Estonian Cyber Defence 

League' as it is widely referred to, is an innovative model for the involvement of volunteers in 

national cyber defence. Due to Estonia's high-tech lifestyle the unit's mission is to protect this 

way of life, support the cyber infrastructure of the country and strengthen overall cyber safety 

by training the volunteers that join the program. The unit is especially known for dealing with 

cyber emergencies which are massive cyber attacks that last longer than 2 days. 

The Cyber Unit includes specialists in key cybersecurity positions in national critical 

infrastructure, patriotic individuals with IT skills, including youth who are ready to contribute 

to cybersecurity, and specialists in other fields that concern cybersecurity (lawyers, 

economists etc). 

The Cyber Defence Unit (CDU) has set objectives for the intents and purposes of realizing its 

mission. Those objectives are: 

1) Raising awareness in the public awareness 

2) Partnering with private information security experts to create a community for 

addressing national concerns whilst protecting private interests 

3) Forming a better infrastructure for information gathering and sharing by the means of 

training and educating individuals within the unit  26

 https://ccdcoe.org/multimedia/cyber-defence-unit-estonian-defence-league-legal-policy-and-organisational-25

analysis-0.html 

 http://www.kaitseliit.ee/en/cyber-unit26
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Membership to the unit is sought by 

application and it can be terminated 

either by a member's own initiative or 

upon the initiative of the Estonian 

Defence League due to the failure of 

the member to comply with 

membership requirements and for disciplinary offences. The main point that must be kept in 

mind, however, is that the only binding agreement to the principles of the League is through 

moral means such as an oath by the members to uphold Estonian law and the regulations of 

the Defence League. However, despite that, members are not automatically obliged to 

participate in a particular activity of the Estonian Defence League. Refusal to participate may 

not entail a disciplinary penalty to the member. Once a member has taken up a duty of service, 

however, he is, from the moment of commencing the duty until it is considered completed by 

the person or entity giving the task, required to follow a legitimate order of his superior, while 

having the right (and in certain cases, an obligation) to refuse unlawful orders.  

What the NATO member states must figure out is, how to implement the system (if it is to be 

done at all) and what regulations will be enforced upon a participant’s actions in such a 

system. 

Training Programs of Allied States on Cyber Defence   27

NATO is also enhancing its capabilities for cyber education, training and exercises, including 

the NATO Cyber Range. The NATO Cooperative Cyber Defence Centre of Excellence in 

Tallinn, Estonia is a NATO-accredited research and training facility dealing with cyber 

defence education, consultation, lessons learned, research and development. Although it is not 

part of the NATO Command Structure, the Centre offers recognized expertise and experience 

in cyber defence. The NATO Communications and Information Systems School in Latina, 

Italy provides training to personnel from Allied (as well as non-NATO) nations relating to the 

operation and maintenance of some NATO communication and information systems. The 

school will soon relocate to Oeiras in Portugal, where it will provide greater emphasis on 

https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2016_07/20160627_1607-factsheet-cyber-defence-27

eng.pdf
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cyber defence training and education. The NATO School in Oberammergau, Germany also 

conducts cyber defence-related education and training to support Alliance operations, strategy, 

policy, doctrine and procedures. The NATO Defence College in Rome, Italy fosters strategic 

thinking on political-military matters, including on cyber defence issues. 

!  

Multinational Cyber Defence Capability Development (MN CD2)   28

The establishment of the Multinational Cyber Defence Capability Development project (MN 

CD2) by five founding Nations - Canada, Denmark, Netherlands, Norway and Romania, 

marks an important step in the support provided by the NCI Agency to the development of 

NATO and national Cyber Defence capabilities. Upon the establishment of the project, further 

Nations are also welcome to join in accordance with the MN CD2 Memorandum of 

Understanding (MoU). 

What are the objectives of Multinational Cyber Defence Capability Development 

(MNCD2)? 

The overall objective of the MNCD2 project is to facilitate the development of national Cyber 

Defence capabilities through a collaborative effort. It provides a vehicle for the Nations to 

focus their efforts in areas of their choice, and within any monetary constraints while 

maintaining an overall approach and achieving a well-balanced Cyber Defence capability. 

There are several benefits from a multinational effort in developing Cyber Defence 

capabilities. First, there is a potential for cost-savings through joint research, development, 

https://www.ncia.nato.int/Documents/Agency%20publications/28

Multinational%20Cyber%20Defence%20(MN%20CD2.pdf 
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and specification of a given capability. In addition to cost savings, the quality of the result will 

likely be better since the effort receives more diverse exposure. Furthermore, there are 

potential cost savings in joint procurement due to economies of scale, and even with 

individual procurement in a nation, the cost is reduced due to the ability to use the common 

procurement requirements. Finally, a capability developed in this way is, by default, "born 

interoperable" and potentially saving significant investments in the long term, rather than the 

often used ad-hoc and most of the time costly solutions that provide limited functionality. 

Governance  

This programme is established with a management structure executing the primary 

coordination and interface activities required to align the various national and NATO efforts. 

This includes coordination of all facets of capability development including research, design 

and engineering, testing and experimentation, verification, procurement preparation, and 

procurement. In addition, the programme ensures interoperability through validation and/or 

certification of the capabilities and in particular the interoperability interfaces. One of the 

main objectives is to maintain flexibility and agility in the MNCD2 project. 

Coordination and Joint Execution 

The MN CD2 Initiative allows a coalition of willing Nations to leverage common interests 

and national activities to:  

• Conduct joint development and acquisition of interoperable Cyber Defence capabilities;  

• Coordinate national Cyber Defence scientific and technical activities;  

• Promote multilateral collaboration and information sharing. 

Technical and Engineering Forum 

The MN CD2 Initiative will provide a forum to: 

 • Consolidate requirements from the Cyber Defence operational community;  

• Provide recommendations and guidance on the implementation roadmap of interoperable 

Cyber Defence capabilities;  

• Liaise with Cyber Defence civil entities and national industries. 

Test & Experimentations  

A key element of joint capability development is an experimentation and validation 

infrastructure that ensures that new Cyber Defence capabilities are validated and interoperable 

as required. From experience gained in other technical areas, the vision is to establish a 

federated and shared experimentation and validation infrastructure which would possibly 



Şahinkaya MUN 2018 NATO Page !28

borrow concepts from other federated capabilities like the Distributed Networked Battle Labs 

(DNBL) Framework. 

 NATO Industry Cyber Defence Partnership  

The interconnected and open character of cyberspace has offered unprecedented opportunities 

for our economies and has transformed the fabric of our societies. By the same token, cyber 

threats are growing both in numbers and in sophistication. As the majority of networks are 

owned and operated by the private sector, its technological innovations and expertise are 

crucial for cyber defence. Cooperation, in particular, information sharing on threats, can 

reinforce the resilience of networks and help to prevent, respond to, and recover from, cyber 

attacks. Against this background, we will work with industry as part of an open, transparent 

and mutually beneficial partnership – the NATO Industry Cyber Partnership (NICP). Such a 

partnership supports NATO's principal role in cyber defence: the protection of its own 

networks. 

            

 Problems Which Need to Be Addressed In the Final Documents: 

- Considering the NATO's position on cybersecurity, should more guidelines such as the 

Cyber Defence Pledge be adopted by the Alliance? 

- How can new partnership programs such as NICP be implemented to the infrastructure? 

- Information sharing is a key part of cyber defence without a doubt. The existing intelligence 

and information sharing capacities are capable yet need to be improved. How can these assets 

be expanded?  

- Is it feasible to pursue programs such as the Estonian Cyber Defence Unit? If so, how can 

such programs be formulated and implemented? Furthermore, how will the personnel among 

these programs be evaluated in order to ensure the integrity and security of the program?  

 

https://ccdcoe.org/publication-library.html%23Law

