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Letter from the Secretary-General 

Meritorious participants, 

It is my utmost privilege to welcome you to the second edition of Şahinkaya Model United Nations 

Training and Development Conference which will be held between 6-8 December 2019. I am really 

honoured to serve you as the Secretary-General in my 3 years of Model UN experience. 

Şahinkaya Model UN Club is working steadily to provide you with phenomenal experiences and 

unforgettable memories, but especially to illuminate the path of diplomacy for the young minds. 

Our goal is always to put a step forward without looking back, provide you with the sincerest 

hospitality without compromising on academic quality. Turning every single dream into reality, 

our club has been acquiring many accomplishments in academic and organisation wise. If it weren’t 

for the guidance and relentless help of our mentor and Goddess of MUN Emel Güceyü, this dream 

would have stayed as it was. 

This year United Nations Commission on Science and Technology for Development will offer you 

unique chances to solve one of most problems of the modern world – technology. This commission 

is here to show you the innocent technological devices that we use in our daily life on a regular 

basis is not as innocent as it looks. Therefore, delegates in this committee will not just find solutions 

to eradicate these problems but also try to prevent these erosions from ever happening while 

protecting every individual's personal identity. My trust in my friend, Director-General and the 

Under-Secretary-General of this Committee Elif Algül and her Committee Board is full. 

Briefly, on behalf of Academic and Organisation teams, I would like to state the deep feeling of 

excitement and merry to be welcoming you to Şahinkaya MUN Training and Development 2019. 

Best Regards, 

Ömer Faruk Yüksel 

Secretary-General of Şahinkaya MUN Training and Development 2019 
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The Letter from the Under-Secretary-General 

Honourable participants of The Commission on Science and Technology for Development, 

It is my sincerest honour to welcome you to the second annual addition of Şahinkaya MUN 

Training and Development 2019. I, as the director-general of the Şahinkaya MUN Training and 

Development and the Under-Secretary-General of the Commission on Science and Technology for 

Development (CSTD), am really proud to give you the chance to test yourselves in a unique 

committee such as CSTD. I choose CSTD for you to develop yourselves in the path of MUN in 

your life. Since with the opportunities that this conference offers you and with the experience of 

ours, this conference will be more interactive and rememberable for you. Our special agenda item, 

which is Regulation of Surveillance Technology for Erosion of Personal Privacy, has been chosen, 

especially because of its importance in the path of development of countries. Our topic consists of 

sub-topics which is really topical in recent years. I believe the agenda of ours has a significant part 

in our lives because of that our delegates can easily feel related to the topic. Our committee gives 

you the opportunity to experience and state your countries opinions as a real United Nations 

member. Our study guide has taken lots of efforts from us, after the end of the writing process, I 

believe this study guide will direct our delegates during the conference. This document will guide 

you and clear the question marks in your heads, we believe we have written a study guide that will 

give you the basic information for you to develop it and come up with solutions. 

There are a lot of people I need to thank for their efforts to make this conference the best version 

it can be. I would like to thank our Secretary General Mr Ömer Faruk Yüksel for everything he has 

done for this conference and our committee. Moreover, I would like to thank our committee board 

Ms İdil Mışıl and Mr Ozan Efe Topçu for their contributions in the writing process of the study 

guide. Lastly, I would like to thank Mrs Emel Güceyü, Mr Eser Cömertler and Şahinkaya MUN 

Club and Society for their priceless efforts in making this conference a reality. I am more than glad 

to be one of their students and a member of this prestigious community. 

I wish all of my delegates to have productive debates and memorable MUN experience. I hope this 

committee will be a great experience for our delegates. 

Should you have any questions you can contact me via elifalg@hotmail.com 

Yours sincerely, 

Elif Algül 

Under-Secretary-General of CSTD 
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I. Introduction to the Committee 

A- Background of CSTD 

The Commission on Science and Technology for Development -

hereinafter referred to as CSTD- is a subsidiary body of the 

Economic and Social Council (ECOSOC). It was established in 

1992 in order to provide the General Assembly of the United Nations 

and ECOSOC with high-level advice on timely and pertinent issues 

affecting science, technology and development. After the first 

session of CSTD held in April 1993 in New York, the Commission 

has been moved to Geneva in order to meet annually. CSTD is 

composed of 43 members who are elected by ECOSOC every four years. Today the commission 

has representatives from every continent to fulfil the specific needs of all countries in every 

continent globally. 

The common misconception about the position of CSTD in the hierarchy of the United Nations 

Charter commonly occurs. Contrary to common belief, CSTD is not directly the subsidiary organ 

of the United Nations Conference of Trade and Development (UNCTAD). Besides, the UNCTAD 

serves as substantive servicer of the CSTD and is a permanent intergovernmental body established 

by the United Nations General Assembly in 1964. The conference supports developing countries 

to access the benefits of a globalized economy more fairly and effectively with the aim of 

measuring the United Nations Sustainable Development Goal by 2030 as its foreseen. 

B- Role of CSTD 

CSTD provides high-level advice on the matters of technology and development through analysis 

and appropriate policy recommendations or options in order to guide the future work of the United 

Nations regarding the fields of development of common policies and agreements on appropriate 

actions. The commission is also an open platform where proposals, ideas, experiences, cases, and 

intellectual thought can be channelled towards making a policy impact. The commission facilitates 

proper collaborations between the member states, NGOs and actors in the science, technology and 

development. CSTD acts as a forum for the examination of science and technology questions and 

their implications for development, the advancement of understanding on science and technology 

Figure 1: Logo of CSTD 
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policies, particularly in respect of developing countries and; the formulation of recommendations 

and guidelines on science and technology matters within the United Nations system. 

The Commission on Science and Technology for Development have to propose a draft resolution 

in order to urge the Economic and Social Council to adopt the draft resolution about the provisioned 

actions taken by the CSTD. 

 

II. Agenda Item: Regulation of Surveillance Technology for Erosion of Personal Privacy 

A. What is Personal Privacy 

Personal Privacy is a fundamental human right. It is an individual's right to decide information 

about themselves to be known by the other people or the institution those choose to give the 

information to. Requirements for privacy are as old as humankind. However, what is considered 

private has changed in centuries.  

The recent developments of technology have affected personal privacy in significant ways. In spite 

of the fact that legal systems trying to ensure the protection of privacy when the development of 

technology being taken into consideration it is clear that regulations are needed.                                  

Alongside the development in technology the meaning of privacy also was put under a drastic 

change and the once used definition that was ‘‘the right to be let alone’’ is almost obsolete as of 

today. The UN Declaration of Human Rights defined Privacy as: 

''No one shall be subjected to arbitrary interference with his privacy, family, home or 

correspondence, nor to attacks upon his honour and reputation. Everyone had the right to the 

protection of the law against such interference or attacks.'' 

As most of the experts agreed'' privacy'' is a difficult term to define. Even though there are attempts 

to define privacy none of them being recognized suitable by the experts. However, to be able to 

inform the ECOSOC on the issue and to take necessary actions we need to define personal privacy 

in a more proper way. While the arguments about the definition of personal privacy are going on, 

the general awareness and knowledge of privacy rights is a significant concern.  
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When we consider the fact that the public is not aware of their right to protect their personal 

information it is almost impossible to prevent the erosion of personal privacy. 

 

B. What is Surveillance Technology 

Surveillance is the monitoring of behaviour, activities, or information for the purpose of monitoring 

or directing. This can include observation from a distance by the usage of electronic equipment, 

such as closed-circuit television (CCTV), or electronically transmitting information, such as 

Internet traffic. Surveillance is used by governments for intelligence gathering, prevention of 

crime, the protection of a process, person, group or object, or the investigation of crime. It is also 

used by criminal organizations to plan and commit crimes, and by businesses to gather intelligence 

on their competitors, suppliers or customers. Surveillance Technology can be considered as a 

violation of privacy. However, the surveillance has become commonly used and the benefits of 

technology shouldn't be undervalued. 

Figure 2:Graph of General Knowledge of Privacy Rights 
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1. Surveillance Technology Systems 

a. Echelon System 

Echelon System is one of the two of the largest electronic surveillance initiatives originates in the 

US; a leader in the fields of surveillance. Echelon system is managed by the National Security 

Agency of the US. It is alleged that Echelon System is capable of intercepting and decrypting any 

electronic message sent anywhere in the world via satellite. And Echelon has come under intense 

criticism, especially from the European Union who have accused the US of using the Echelon 

system to spy on European corporation to gain commercial advantage for US corporations 

b. Carnivore System 

The second electronic surveillance system is Carnivore. The Carnivore system is used by the FBI 

to monitor selective e-mail messages and other Internet traffic. The opponents of this system insist 

that the FBI should be required to get a court order before they tap someone’s email, as they need 

to with the telephone however as The Commission on Science and Technology for Development, 

we have the purpose to regulate the usage of Surveillance Technology while considering benefits 

of the Systems. 

2. Arguments for Government Monitoring 

There are in fact a number of compelling reasons why Governments need to monitor their citizens 

and increased crime detection is one of them. Placement of CCTV cameras has increased the 

success rate of crime determination and criminals are more likely to be convicted due to the ability 

to prove a suspect committed an offence. Prevention of terrorism is another significant reason. 

When communications between devices can be monitored, the activities of terrorists can be 

prevented before any terrorist attacks are carried out, and their networks can be disclosed by 

analysing the traffic flows in the network. Even though there are various incomes of Surveillance 

Technology, there are a lot of arguments about the efficiency of it. Gathering data about many 

people in one place can provide a vulnerable source of data that would fuel illegal activities if its 

integrity was compromised. Since there are significant concerns about the effects of Surveillance 

Technology on the matter of Personal Privacy regulations must be done as soon as possible. 
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C. Fields of Surveillance Technology 

1. Mobile Phones 

The location data can be collected on mobile phones through mobile carrier antennas. The location 

simply can be determined by the technique of mutilation which uses the difference between the 

signals that are travelling from the mobile phone to the nearest cell towers of a powered mobile 

phone or the individual carrying it even when the mobile phone is not being used at that moment.  

The IMSI-catcher, a recently developed surveillance device, that will intercept the mobile phone 

traffic to detect the movements of the mobile user and is currently being used by law enforcement 

and intelligence agencies. The IMSI-catcher, acting as a fake tower between the mobile and has 

raised some serious privacy concerns. Dr Victor Kappeler of Eastern Kentucky University has 

expressed his concern regarding police surveillance stating the statistics in 2013 that indicates that 

of the 321,545 law enforcement requests made to Verizon (a telecommunication company in the 

U.S) 54,200 requests were made for content or location information. Content information being 

the context messages or e-mails that have been sent. Without any doubt, it can be said that tapping 

with the telecommunication lines is widespread. For instance, in the U.S two major 

telecommunications companies AT&T Inc. and Verizon currently have contracts with the FBI, 

requiring them to keep their phone call records accessible for Federal agencies, in return for $1.8 

million per year. However, agents themselves are not allowed to monitor most of the calls. The 

software that is developed by companies or agencies, searches for the specific phrase or word, then 

decide on whether the agent should observe or not.  Law enforcement and intelligence service 

agencies in the UK and U.S are able to access the microphones on phones to listen to the 

conversation taking place near the phone’s owner by accessing the phone’s maintenance features.  

2. Social Network Analysis 

It is another common surveillance method to form social network ‘maps’ using the information 

available on social networking sites such as Facebook, Twitter. These maps have been used to 

reach personal data to select one’s personal information such as beliefs, activities and personal 

interests. Cooperations commonly use data in social media platforms to know personal fields of 

interest to use this information to show them related advertisements. AT&T developed a program 

called ‘Hancock’ which can eliminate database of phone calls and extract groups who visit certain 
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websites regularly. The system was originally developed as ‘marketing leads’ but the FBI has 

requested the information without a warrant. In 2008, it has been reported that %20 of the 

employers collect data on their employees through social networking sites. 

3. Biometrics 

Biometric surveillance is a type of surveillance that identify someone based on the individual's 

physical or behavioural characteristics such as retina patterns, hand geometry, fingerprints, voice, 

DNA for profiling and tracking purposes.  The secret video surveillance of the thousands of 

football fans who attended the 2001 Superbowl in Tampa, Florida was the first time that many 

Americans learned of something called "facial recognition biometrics." The technology used was 

not the common form of video monitoring that we are familiar with in convenience stores, at 

shopping malls, and on city streets. These systems have the capability to identify individuals whose 

faces are captured on videotape. Several airports in the U.S. and other countries have installed 

facial recognition biometrics systems to identify individuals on law enforcement agencies' "most-

wanted" lists. 

Privacy and civil liberties advocates were quick to decry the use of the technology because of the 

concerns on the matter of personal privacy however benefits of the technology cannot be ignored. 

Biometrics technologies are seen by the financial services industries as a way to deter fraud and 

identify fraudsters. Various biometrics systems are being employed to provide secure access to 

computer systems, for example in health care institutions. Most of the countries use fingerprinting 

to prevent welfare fraud. Today, there are several forms of biometric surveillance that are being 

developed for instance a computer program that can determine an individual's emotional state based 

on their behavioural analysis by using the tone of the person’s voice, the speed of their talking. The 

database to detect a DNA match by observing the body for DNA profiling, at-hand face scanners 

for law enforcement authorities to identify the individuals. 

4. Aerial Surveillance 

Aerial surveillance is collecting of information by a surveillance aircraft over time. The rapid 

development and change in technology contributed to the development of the advances in aerial 

surveillance hardware. Programs such as Heterogeneous Aerial Reconnaissance Team program has 

automated the process for aerial surveillance. With these systems surveillance aircraft is capable 
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of deciding who is ‘suspicious’, piloting themselves and notifying human operators a suspicious 

activity has occurred. These types of programs reduce the number of human operators required 

while continuously keeping an area monitored. 

5. Cameras of Technological Devices 

Surveillance cameras are video cameras installed to observe an area usually connected to a 

recording device that is often watched by a law enforcement officer. As of 2016, there are about 

350 million surveillance cameras worldwide.  65% of these cameras being installed in Asia. In 

2018, China was reported to have a huge surveillance network of over 170 million CCTV cameras 

with 400 million new cameras expected to be installed in the next three years, many of which use 

facial recognition technology. 

6. Data Mining and Data Profiling 

As we make our way through everyday life, data is collected from each of us, frequently without 

our consent and often without our realization. Data is collected when people pay by check or with 

credit cards and leave a data trail consisting of the purchase amount, purchase type, date, and time. 

Usage of the supermarket discount cards creates a comprehensive database of everything customers 

buy. Moreover, people leave a significant data trail when they surf the Internet and visit websites 

and when they subscribe to a magazine, sign up for a book or music club, join a professional 

association, fill out a warranty card, give money to charities, donate to a political candidate, invest 

in mutual funds, when they make a telephone call . With all of these transactions, people leave a 

data trail that is stored in a computer. 

Data mining is to extract useful data in large data sets. Data profiling is a process of examining 

data from an existing source and summarizing information about that data. Data profiling can be a 

highly effective tool for social network analysis. In the past, storing data was a laborious job as it 

was documented on paper. Today, the records are kept digital which makes data easily collectable, 

accessible and efficient, it also implies that the government is able to access information from third 

parties. For instance, the U.S has spent 370 million dollars on its surveillance centres that will 

collect and analyse data on U.S citizens. The information will be provided to these centres from 

state driver's licensing agencies, hospital records, criminal records, school records, credit bureaus, 

banks, etc. 



Şahinkaya MUN Training 2019       CSTD Page 11 

 

 

7. Corporate 

Corporate surveillance is the monitoring of persons by cooperation. The collected data is mostly 

sold to other Cooperations, sometimes it can be shared with governmental agencies. However, this 

method of surveillance can cause resistance and backlash to the employer. 

D. Fields of Private Information 

The term “personal data” refers to all private information that’s used to identify a person. The best-

known types of personal data are Email address, Phone number, Credit card information, Birthdate, 

Social security number however the term personal data got expended with the developments in 

technology. 

1. Personal Information 

Violation of Personal information statements could all result in identity theft or even direct money 

theft, and so should be protected with defensive privacy. Social security numbers, credit card 

numbers, credit reports or stock statements all could be considered as Personal Information. 

Violation of personal information which has been mentioned before could all result in criminal 

actions. Identity theft is one of the most common types of problems caused by the violation of 

personal information. 

The definition of identity theft is the unauthorized use of someone’s personal data or documents 

(social security card or credit cards) to obtain merchandise, services or credit. When people become 

victims of identity theft their personal information is being exposed, which means identity thieves 

can empty their bank accounts, run up charges on their credit cards, open new utility accounts and 

even get medical treatment on their health insurance. İdentity theft increasingly has become an 

online problem. In recent years too much personal information being shared online and on social 

media. Online shopping in sites that are not secure is also being a threat of personal data. 

The ITRC has identified the following as the most common identity theft methods in the first three 

quarters of 2018: Hacking, skimming and phishing information off the internet — 37%,  

Unauthorized Access – 29.6%, Employee Error/Negligence — 12.4% , Accidental Email/Internet 

Exposure — 10.1%, Insider Theft — 3.5%, Physical Theft — 5.3%, Subcontractor/Third Party — 

7.0%, Data on the Move — 2.5% 



Şahinkaya MUN Training 2019       CSTD Page 12 

 

 

Phishing is another way to violate personal information which has increased with the recent 

developments in Surveillance Technology. The definition of Phishing is an individual or group of 

individuals to scam users. Phishing is a way being used to steal user data, including an individual's 

online bank, credit card, or other login information. Phishing can cause unauthorized purchases, 

identity theft and more. Phishing occurs when an attacker sends e-mails or creates a web page that 

is designed to collect an individual's online bank, credit card, or other login information. Since the 

public is not aware of the situation preventing phishing is way more difficult. 

2. Medical Information 

Medical Information is a type of personal information that’s becoming increasingly important. 

People might have insurance problem if their medical information go out and it is also can cause a 

Human Right issue since people can have medical conditions that they prefer to keep private. As it 

was mentioned before identity theft can cause problems with health insurance and the violation of 

personal data as a social security number can cause medical information violations. It is a fact that 

one's medical information easily can be reached by medical providers, to insurance companies, to 

self-insured employers, to laboratories, and to payment companies, medical transcriptionists, 

pharmacies and pharmacy benefits systems, government regulators, and more. 

3. Genetic Information 

Genetic information causes notable privacy issues. Genetics can be used to categorize people, 

stigmatize them, or subject them to social or economic discrimination. When people being tested 

test results can have the attention of a lot of people other than the person who has tested. Family 

members and potential mates, employers, insurers, the press and the government all may desire 

information about a person's genetics. The use of genetic data to discriminate in both employment 

and health insurance is of growing concern to consumers, healthcare professionals, and 

policymakers. 

4. Identification Information and Location Information 

These types of information are most directly tied to human rights privacy. New technology items 

like recording and tracking devices are making it even easier to reveal identity and location 

information. Location-tracking features are offered by several companies, including Loopt, 
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Networks in Motion, Wavemarket, FindWhere, Motorola Rhino, Autodesk, and Google Latitude. 

These are generally marketed as "opt-in" services and many have been available since about 2005. 

Social media is another significant part of the reveal of Location Information. People share their 

Location Information on social media platforms (Facebook, Instagram, Twitter) without 

acknowledging that this Location information can be seen by millions of people or cooperations. 

Reveal of Location can even cause direct money loss.  A cell phone or wireless laptop broadcasts 

its location whenever the power is on, whether or not a call is in progress. This has led to the ability 

to automatically identify somebody's location. This may be used to track individuals, to monitor 

employee activities, to provide real-time mapping assistance, or to deliver restaurant 

recommendations or targeted advertising content. 

5. Business Information 

Business Information can be defined as financial information that belongs to individuals or 

organisations. Business Information could be financial information that can end up with money 

theft from companies or it could be trade secrets that could let another business gain a competitive 

advantage. Even higher levels of defensive privacy are required to protect this sort of information. 

Credit card companies, banks, insurance companies, and brokerage firms may share their 

respective databases with one another but they cannot sell customer data to third parties without 

providing an opt-out notice to their customers. 

6. Workplace Monitoring 

Many forms of monitoring technologies are available in the marketplace and are becoming cheaper 

each year: video surveillance, telephone monitoring, e-mail and voice mail monitoring, computer 

keystroke tracking, Internet Web site monitoring, location tracking using badges worn by 

employees, and satellite tracking of the company fleet and these systems can be deployed secretly 

and invisibly. The employers make a lot of arguments to explain why they need to monitor their 

employees. For example: 

i. Employers must guarantee a safe work environment for employees. And if an employee appears 

to be violent toward other workers, the employer must be able to detect and prevent such violence. 

ii. Employers must be able to detect and prevent the sharing or selling of trade secrets and other 
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matters of corporates private data. 

Employers have more reasonable reasons to explain workplace monitoring however workplace 

rights advocates recommend that monitoring should be relegated to situations where there is 

"reasonable suspicion," directed to an employee.  

7. Information That Belongs to Youth 

Children and youth are vulnerable to a 

number of privacy threats. Especially 

teenagers use social media without having 

the needed awareness. Their marketing 

profiles are highly prized. And since 

children are avid Internet users, marketers 

have attempted to capture data from their 

web surfing. With the developments in 

surveillance technology, personal data is 

more likely to be violated and the teenagers 

are not aware of the threat. They share their 

personal data with millions of people and 

organisations without having a clue. However, teenagers are not only ones that suffer from lack of 

awareness. Adults have been suffering from the same problem. Since parents are not aware of the 

problem, they are not able to help their kids.  

E. Recent Events 

1. The Facebook Scandal 

The Facebook-Cambridge Analytica data scandal was a political scandal in early 2018 when it was 

revealed that Cambridge Analytica had gathered the personal data of millions of people through 

their Facebook profiles without their consent and used it for political advertising purposes. It is 

considered as a significant moment in the public understanding data.  

The Observer and The New York Times reported that dataset has included information on 50 

million Facebook users.  While Cambridge Analytica claimed it had only collected 30 million 

Figure 3:Graph of Online Family Safety 
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Facebook user profiles, Facebook later confirmed that it actually had data on up to 87 million users, 

with 70.6 million of those people from the United States.   Facebook sent a message to those users 

believed to be affected, saying the information likely included one's "public profile, page likes, 

birthday and the current city". Some of the app's users gave the app permission to access their News 

Feed, timeline, and messages. The data was detailed enough for Cambridge Analytica to create 

psychographic profiles of the subjects of the data. The data also included the locations of each 

person. For a given political campaign, the data was detailed enough to create a profile which 

suggested what kind of advertisement would be most effective to persuade a particular person in a 

particular location for some political event. 

2. Personal Data Concerns in China 

After media reports revealed that UK-based data-mining firm Cambridge Analytica illegally 

harvested personal information for political purposes from at least 87 million Facebook users’ 

citizens of China expressed their concerns on the issue. A survey conducted in 2016 shows that 

over 70 per cent of the respondents considered privacy breach a serious issue in China. And internet 

companies in the country have been facing mounting pressure to their practice of harvesting user 

data without properly informing customers. Ant Financial, the payments affiliate of Alibaba, had 

to publicly apologize for automatically enrolling customers in a credit-scoring program without 

their consent.  

3. Phishing 

As it was mentioned before phishing is the fraudulent attempt to steal one's private information 

that will be used for identity theft commonly through an email.2003 saw the proliferation of a 

phishing scam in which users received emails supposedly from eBay claiming that the user's 

account was about to be suspended unless he clicked on the provided email link and updated the 

credit card information that the genuine eBay already had. Because it is relatively simple to make 

a website look like a legitimate organization's site by mimicking the HTML code, the scam counted 

on people being tricked into thinking they were actually being contacted by eBay and were 

subsequently going to eBay's site to update their account information. 
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4. Debit Card Fraud 

Debit card fraud occurs when a criminal gains access to an individual’s debit card number and in 

some cases personal identification number (PIN)to make unauthorized purchases or withdraw cash 

from that account. On 19 October 2018, the country of India woke up to a banking nightmare. The 

State Bank of India (SBI) blocked 6 lakh debit cards after a reported malware-related breach in a 

non-SBI ATM network. In what is possibly India's largest financial data breach, nearly 32 lakh 

debit cards across 19 banks, including HDFC Bank, ICICI Bank and Axis Bank, were 

compromised. As per the National Payments Corporation of India (NPCI), 90 ATMs were 

impacted and at least 641 customers lost Rs 1.3 crore in a fraudulent transaction. 

III. Conclusion 

The recent developments of the surveillance technology have a significant profit for the 

development of the countries. However, while Surveillance Technology develops, erosion on the 

matter of personal privacy becoming a significant problem. Personal data is being collected by the 

people even in their daily life. Moreover, most of the public is not even aware of any these facts. 

Since developments in the field of since are really important for the future of the countries, we as 

the CSTD need to regulate surveillance technology for the personal privacy issues however we 

need to make sure that these regulations won't harm the developments of the technology. I would 

like you -the participants of this committee- to talk about the subjects in the order that is in the 

study guide. 

IV. Points to be Addressed 

• What kind of regulations can be done in order to prevent the erosion of personal privacy? 

• What is the definition of personal privacy? 

• How we can make sure that regulations won't affect developments in technology in a 

drastic way and why? 

• What can be done to prevent events such as Facebook Scandal from happening again? 

• What can be done to raise public awareness on the matter? 

• How can the fields of private information and surveillance technology be defined? 
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